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Reliable data transfer prensipleri

Guvenilir veri aktarimi transport layer‘da, network
layer'da veya link layer‘da olusturulabilir.

Aglarda en 6énemli 10 problem icerisinde yer almaktadir.
Her bit eksiksiz, dogru ve siral iletilir.
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Reliable data transfer protokoli
Alt katmandaki protokol glivenilir degilse reliable veri
aktarimi oldukga zordur.
Alt katman guivenilir degilse bit bozulur, paket kaybolabilir.

Ust katmanda giivenilir veri aktarimi igin cok sayida
mekanizma gerekir (feedback, timer, sequence number, ...).

Protokol sonlu durum makinesiyle (finite state machine)
modellenebilir.

Olay (event) durum gegisine neden olur
Durum gegisi sirasinda iglemler yapilir
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Reliable data transfer protokol

rdt 1.0
Alt katmandaki kanal tamamen guvenilirdir.
Bit hatasi yoktur.
Kayip paket yoktur.
Gonderici ve alici FSM ile asadidaki gibi modellenebilir.
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Wait for rdt_send (data) Wait for rdt_rcv(packet)
call from packet=make pkt(data) call from extract (packet,data)
above udt_send (packet) below deliver data(data)

rdt1.0: sending side rdt1.0: receiving side

GOnderici Gst katmandan gelen veriyi pakete dénustirip alt
katmandaki kanala génderir.

Alici alt katmandan aldigi paketten veriyi cikarip st katmana
goénderir.




Reliable data transfer protokoli

rdt 2.0
Alt katmandaki kanalda paket igindeki bitler bozulabilir.
Kayip paket yoktur alicida paketler sirali alinir.

Bozulan paketler alici tarafindan tekrar istenir (Automatic
Repeat reQuest (ARQ) protokolleri).

ARQ protokolleri icin ii¢ bilesen gerekir:

Error detection (checksum, CRC)

Receiver feedback (ACK, NAK)

Retransmission
Acknowledment (ACK), paketin hatasiz alindigini gosterir.
Negative ACK (NAK), paketin bozuldugunu gosterir.

Reliable data transfer protokolii

rdt 2.0
Hata algilama eklendi.

Bir paket dogrulanmadan sonrakine gegilmez.
(stop-and-wait protocol)

rdt_send(data)

sndpkt=make_pkt ( data,checksum)*

udt_send(sndpkt)

~a
Wait for Wait for rdt_rcv(rcvpkt) && isNAK(rcvpkt)
call from ACK or udt_send(sndpkt)
above NAK
rdt_recv(rcvpkt) && corrupt(rcvpkt )
v sndpk t=make_pkt (NAK)
~
rdt_recv(rcvpkt) && isACK(rcvpkt) . udt_send(sndpkt)
A T
Wait for
rdt2.0: sending side call from
below

U rdt_rcv(rcvpkt) && notcorrupt (revpkt)

extract (rcvpkt,data)
deliver_data(data)
sndpkt=make_pkt (ACK)
udt_send(sndpkt)

rdt2.0: receiving side




Reliable data transfer protokoli

rdt 2.0
rdt 2.0'da ACK/NAK bozulursa?

Gonderici, alici tarafindan dogru alinip alinmadigini bilemez.
Retransmit yapilirsa duplicate olabilir.
Duplicate olan paketlerin belirlenmesi igin:
GoOndericide her pakete sira numarasi eklenir.
Pakete yeni bir alan eklenir (sequence number).
GoOnderici ACK/NAK bozulursa retransmit yapar.

Alicida ayni sira numarasina sahip tekrarli gelen paketler
atilir.

Reliable data transfer protokol

rdt 2.1
Sira numarasi alani eklendi.

rdt_send(data)

sndpkt=make_pkt (0, d:
udt_send(sndpkt)

rdt_recv(rcvpkt)&s
T (sorrupt(revpke)
or

'Y isNAE (revpkt))

Wait for Wait f udt_send(sndpkt)
call 0 from ACK or
above NAK 0
rdt_rofv(revpkt) rdt_rev(rcvpkt)
&& notcorrupt (rcvpkt) && notcorrupt(rovpkt)
&& isACK(rcvpkt) && isACK(rcvpkt)
A A
Wait for Wait for
ACK or call 1 from
NAK 1 above
rdt_rcv(rcvpkt)&k
(corrupt (rcvpkt)
isNAK(rcvpkt))
udt_send(sndpkt) rdt_send(data)

sndpkt=make_pkt(1,data,checksum)

udt_send(sndpkt)

rdt2.1 sender 10




Reliable data transfer protokoli

rdt 2.1
Sira numarasi alani eklendi.

rdt_rcv(rcvpkt)&& notcorrupt (rovpkt)
&& has_seqg0(rcvpkt)*

extract(rcvpkt,data)
deliver_data(data)
sndpkt=make_pkt ( ACK,checksum)

rdt_rcv (rcvpkt) udt_send(sndpkt) rdt_rcv(rcvpkt) k& corrupt(rcvpkt)

K

&& corrupt(rcvpkt) N
N sndpkt=make pkt (NAK,checksum)x
sndpkt=make pkt(NAK,checksumx . udt_send(sndpkt)
udt_send(sndpkt)
Wait for Wait for
0 from 1 from
rdt_rcv(rcvpkt)&& notcorrupt below below
(revpkt ) &&has_segl (rovpkt) % rdt_rcv(rcvpkt)&& notcorrupt
(rcvpkt)&shas segl(rcvpkt)*
: sndpkt=make pkt(ACK,checksum)x
udt_send( udt_send(sndpkt)

rdt_rcv(rcvpkt) && notcorrupt(rcvpkt)
&& has_seql(rcvpkt)*x

extract (rcvpkt,data)
deliver_data(data)
sndpkt=make pkt (ACK,checksum})x

udt_send(sndpkt)

rdt2.1 receiver

Reliable data transfer protokolii

rdt 2.1
GOnderici:
Her pakete sira numarasi eklenir.

Minimum bir bit ile (0, 1) sira numarasi verilebilir (alternating-bit
protocol).

ACK/NAK bozuk gelirse retransmit yapilir.
Alcr:
Gelen paket cift mi kontrol edilir.
Bulunulan durum beklenen sira numarasini gésterir.
Cift gelen paketler atilir.

Beklenmeyen sira numarasina sahip paket gelirse ACK
gonderilir.




Reliable data transfer protokoli

rdt 2.2

NAK paketi yerine ACK paketi ile negatif geri bildirim
yapilir.

Alici:
ACK paketine sira numarasi eklenir.

Bozuk alinan paket igin NAK yerine, en son dogru alinan igin
tekrar ACK gonderilir.

GOnderici:
Ayni sira numarasi igin ACK tekrar gelirse retransmit yapar.

Bekledigi sira numarasi igin ACK gelirse sonraki sira numarasina
geger.

Reliable data transfer protokolii

rdt 2.2
rdt_send(data)
sndpkt=make pkt(0,data,checksum)*x
udt_send (sndpkt)
rdt rev(rcvpkt) &&
\\“‘\ (corrupt (rcvpkt)
~a isAC kt, 1) )%
Wait for .
call 0 from V\Jl;la(l:}(fgr
above
rdt_rcv(rcvpkt) rdt_rcv(rcvpkt)
&& notcorrupt(revpkt) && notcorrupt(revpkt)
&& isACK(rovpkt,Ly* E& 1sACK(rovpkt,0)*
A A
. Wait for
V:';.a(':}(f,lor call 1 from
above

rdt_rcv(rcvpkt) &&
‘ n \_/

rdt_send(data)

sndpkt=make pkt(l,data,checksum)x
udt_send (sndpkt)

rdt2.2 sender 14




Reliable data transfer protokoli
rdt 2.2

rdt_ recv(rcvpkt) && notcorrupt(rcvpkt)
&& has_seql(rcvpkt)

extract (revpkt,data)

deliver_data(data) rdt_rcv(rovpkt) &&
A sndpkt=make pkt (ACK,0,checksum)* (corrupt (rovpkt)
sndpkt = make_pkt (ACK1, chksunl) udt_send(sndpkt) has_seql(rcvpkt))*
~
\\\ /—\ sndpkt=make pkt (ACK, 0,checksum)
“h udt_send(sndpkt)*

Wait for Wait for
rdt_rcvircvpkt) && 0 from 1 from
(corrupt(rcvpkt) below below
has_seqgl(rcvpkt))*
sndpkt=make_pkt (ACK, 1,checksum)
udt_send(sndpkt ) *

rdt_recv(rcvpkt) && notcorrupt(rcvpkt)

&& has_seql(rcvpkt)

extract (revpkt, data)

deliver data(data)
sndpkt=make pkt(ACK,l,checksum)*
udt_send(sndpkt)

rdt2. 2 receiver

Reliable data transfer protokol

rdt 3.0

Alt kanalda paketler kaybolabilir (Internet'te karsilasilan
durum).

Iki konunun belirlenmesi gereklidir:
Kayip paket nasil anlasilacak?
Kayip oldugu anlasilinca ne yapilacak?

Paketin kayboldugunun anlasiimasi icin gonderici tarafa
timer eklenir.

Bekleme siiresi asagi dogru sayan timer ile tutulur.

Gonderici bir sire bekler ACK gelmezse retransmit
yapar.

ACK kaybolmamis da gecikmisse retransmit edilen paket
sira numarasi ile algilanir.




Reliable data transfer protokoli

rdt 3.0

rdt_send(data)

sndpkt=make_ pkt(0,data,checksum)
udt_send(sndpkt) rdt_rcv(rcvpkt) &&
start timer * (corrupt (revpkt)| |

N isACK(rcvpkt,l))
rdt_rcv(rcvpkt) kY
A Q Wait for . > timeont ™
call 0 from w‘:’c'thgr udt_send(sndpkt)

above sta mer®

rdt_rev(revpkt)

&& notcorrupt (revpkt)

&& isACK(rcvpkt,l) rdt_rev(revpkt)

- && notcorrupt (rocvpkt)

timerk
e && iSACK(rcvpkt, D)

S Wait for
udt_send(sndpkt) :c";( ?' call 1 from
start timm_:_* above

stop_timer®

rdt_rcv(rcvpkt)

rdt_rcv(rcvpkt) && C/ A
(corrupt(rcvpkt) ||

ishCK(rcvpkt,0)) rdt send(data)
A

sndpkt=make_pkt(1l,data,checksum)
udt_send(sndpkt)
st i

rdt3.0 sender

Reliable data transfer protokolii

rdt 3.0

Sender Receiver Sender Receiver
send pkt0 Pktg send pkt0 Pkto
\ rov pkto \0‘ rev pktd
A/O“O send ACKO ‘/OQ send ACKO
rcv ACKO
Pkt7 rcv ACKO Pkt7
send pktl
P send pktl h"""-x (loss)
rev pktl
‘/d-" send ACKL
rev ACKL timeout
send pkto ﬂkm\. resend pktl Pkts
rev pkto \
4 rev pktl
./v& send ACKO ‘/d‘ send ACK1
rcv ACK1
P
send pkt0 kto
rcv pkto

p.(_!ko send ACKO

\

a. Operation with no loss b. Lost packet




Reliable data transfer protokoli

rdt 3.0

Sender Receiver

send pkt0 Pkrg
\ rev pkt0

A/CF“ send ACKO
rov ACKO Pkt;
send pktl \ rev pktl
pO send ACKL
{loss) x/
timeout
resend pktl Pkt
\ rcv pktl
N’.."A (detect
/ duplicate)
rcov ACKL send ACK1
send pkt0
\ rev pkt0
‘/0‘9 send ACKO

c. Lost ACK

Sender Receiver

send pkt0 | Pkto

/

3 rcv pkto
pOE send ACKO

\

rcv ACKO
send pktl Pktp
|: \ rcv pktl
timeout send ACKI1
resend pktl M}P&
rev pkt 1
rcv ACK1 o) (detect duplicate)
send pkt0 % send ACK1
rev ACKlL rev pkto
do nothing po® send ACKO

\

d. Premature timeout
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Pipeline ile reliable data transfer protokoli
rdt 3.0 protokoll stop-and-wait galisir ve performansi
cok diisuiktiir.

Iki ug nokta arasinda RTT siiresi 30ms, transmission rate 1Gbps ve
paket boyutu 1kB olsun.

Paket iletim ortamina 8ps’de verilir.

I, 8000 bits /packet
d = — = ——— = § microseconds
frans R 107 bits/sec

Gondericinin kanall kullanim orani %0,027 olur.

L/R .008
L{xndcr = = = 0.00027
RTT + L/R  30.008

Stop-and-wait yerine pipelining yapilarak kullanim orani artirilir.

21

Pipeline ile reliable data transfer protokolii

Sender Receiver

First pit of first packet g g

transmitted, t =

Last bit of first packet
transmitted, t = L/R

— First bit of first packet arrives

RTT— — Last bit of first packet arrives, send ACK

ACK arrives, send next packet,—
t=RIT+ LR

Stop-and-wait operation

L/R 008
Usender = - = 0.00027
RTT + L/R  30.008

22




Pipeline ile reliable data transfer protokoli

Pipelining ile birden fazla paket ACK alinmadan art arda
gonderilir.

Sira numarasi araligi artirlmak zorundadir.

Gonderici ve alicida sirasiz gelen paketler igin buffer gereklidir.

Iki temel pipelining protokolii vardir: Go-Back-N ve Selective Repeat

Data packet Data packets
c — = \h NI N
£ E ACK packets
B B — 4N\ W vnn
a. A stop-and-wait protocol in operation b. A pipelined protocol in operation

23

Pipeline ile reliable data transfer protokolii

Gondericinin kanali kullanim orani %0,08 olur (3 kat artti).

Sender Receiver

First bit of first pa(ket ! l
transmitted, t=
Last bit of first packet
transmitted, t = L/R
— First bit of first packet arrives

RTTH — Last bit of first packet arrives, send ACK
— Last bit of 2nd packet arrives, send ACK
— Last bit of 3rd packet arrives, send ACK

ACK arrives, send next packet,—
t=RTT+LIR

Pipelined operation

3.L/R

Usnder = —————— = 0.0008
ndet " RTT + L/R

24
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Go-Back-N

ACK alinmadan N paket (pencere boyutu) pipeline’a gdnderilir.
Paket basligina k-bit sira numarasi eklenir.

ACK(n): n.paket ve dncekilerin tamami igindir (cumulative
acknowledgement).

Her ACK geldiginde pencere ileri kaydirilir (sliding
window protocol).

Bir paket icin ACK beklenmeye baslayinca timer baglatilir.

timeout(n): n.paket icin timeout olursa, n ile ardindan
gonderilenlerin tamami retransmit yapilir (Go-Back-N).

base nextsegnum
Key:

T N =

|:| Sne?:m?'?td |:| Mot usable
Window size e
N

Sender’s view of sequence numbers in Go-Back-N
26




Go-Back-N

rdt_send(data)

if (nextsegnum<base+N) {*
sndpkt [nextsegnum]=make_pkt (nextsegnum,data,checksum)
udt_send(sndpkt[nextsegqnum] )
if (base==nextseqgnum)
start_timer

~
A ~. nextsegnum++

- T~
base=1 ~. }

e else
nextseqnum=1 ~

“-HH refuse_data(data)
“\-.
-
-
\"x
N m timeout®
TA

start timer
Wait udt_send(sndpkt|[base])
udt_send(sndpkt[base+l])
rdt_recv(rcvpkt) && corrupt (rcvpkt)

U udt_send(sndpkt|[nextsegnum-1])
A

rdt_recv(rcvpkt) && notcorrupt ( revpkt)

base=getacknum(rcvpkt j+1%
If (base==nextseqnum)
stop_timer

else
start_timer

Extended FSM description of GBN sender

27
Go-Back-N

Beklenen sira numarasina sahip paket gelirse ACK
gonderilir.
expectedseqnum beklenen sira numarasini tutar.
Sirasiz gelen paketler atilir ve en son dogru alinan paket
icin ACK retransmit edilir.

rdt_rcv(rcvpkt)

&& notcorrupt(rcvpkt)
&& hassegnum(rcvpkt, cxpcctcdscqﬂum]*

extract (rcvpkt,data)

deliver data(data)

sndpkt=make_pkt(expectedsegnum,ACK,checksum)

udt_send(sndpkt)

expectedsegnum++ *

_____ > Wait default

A udt_send(sndpkt)
expectedsegmnum=1
sndpkt=make_pkt(0,ACK, checksum)
Extended FSM description of GBN receiver 28




Go-Back-N

Sender

send pkt0

send pktl

send pkt2

send pkt3
(wait)

rev ACKO
send pktd
rcv ACK1
send pkt5S

- pkt2 timeout
send pkt2
send pkt3
send pktd
send pkt5S

4
S

Go-Back-N in operation

/

Receiver

rev pkt0
send ACKO

rev pktl
send ACK1

rcv pkt3, discard
send ACK1

rev pktd4, diseard
send ACK1

rov pkt5, discard
send ACK1

rcv pkt2, deliver
send ACK2
rcv pkt3, deliver
send ACK3

29
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Selective repeat

Go-Back-N protokoliinde bir paket hatasi gok sayida
paketin retransmit edilmesine yol agar.

Selective-repeat protokoliinde gonderici sadece hatal
paketleri retransmit eder.

Alici dogru aldigi her paket icin ayri ACK gonderir.
Alicida sirasiz gelen paketler buffer’a alinir.
Ust katmana sirali bloklar halinde génderilir.

Gonderici timer’1 her paket icin gonderildigi anda
baslatilir.

GOnderici penceresi N adet paketi ACK almadan gondermeye
izin verir.

31

Selective repeat

send base nextseqgnum

N ¥ -
00000 DOMNAORNORMORY W, s
Wi o [Jgccsret [Juonusane

N
Receiver view of sequence numbers

32




Selective repeat
Gonderici olaylan ve yapilan islemler:

Ust katmandan veri alindi
GOnderici sonraki sira numarasi kullanilabilir mi diye kontrol eder.

Sonraki sira numarasi kullanilabilir ise paket gdnderilir, degilse
buffer’a alinir veya Ust katmana iade edilir.

Timeout
Her paket kendi timer'ina sahiptir.
Timeout olan paket retransmit edilir.
ACK alindi
ACK alinan paket isaretlenir.

ACK sira numarasi == send_base ise, pencere ACK alinmayan ilk
pakete kadar kaydirilr.

Pencere kaydirilirsa yeni numaralar kullanilabilir hale gelir.

33

Selective repeat

Alic olaylan ve yapilan islemler:

[rcv_base, rcv_base+N-1] arasinda bir paket dogru
alindi

Gelen paket icin ACK gdnderilir.

Gelen paket numarasi == rcv_base ise ilk gelmeyen sira numarasina
kadar ardisik numarali paketler tst katmana génderilir ve pencere ilk
beklenen sira numarasina kadar kaydirilir

[rcv_base-N, rcv_base-1] arasinda bir paket dogru
alindi

Gelen paket icin ACK gdnderilir.
Diger durumlar
Paket atilir.

34




Selective repeat

Sender

pkt0 sent
01234567889

pktl sent
01234567889

— pkt2 sent
012345678¢9

pkt3 sent, window full
01234567889
ACKO rcvd, pktd sent

01234567889

ACK1 rcvd, pkt5 sent
01234567889

L pkt2 TIMEOUT, pkt2
resent

01234567889

ACK3 rcvd, nothing sent
0123456789

L/

(loss)

Receiver

pkt0 rcvd, delivered, ACKO sent
0123456789

pktl revd, delivered, ACKl sent
0123456789

pkt3 rcvd, buffered, ACK3 sent
0123456789

pkt4 rcvd, buffered, ACK4 sent
0123456789

pkt5 revd; buffered, ACKS sent
0123456789

pkt2 revd, pkt2,pkt3,pktd,pkts
delivered, ACKZ sent

01234567829

SR operation 35
Selective repeat
Sender window Receiver window
(after receipt) (after receipt)
0123012 -pktd
—_—
ACKO 0123012
0123012 pktl 4
ACKI 0123012
0123012 -pkt2 & z
x/ /ACK2 0123012
X
timeout
retransmit pkt0
X
OR300 12 pkto . receive packet
with seq number 0
Sender window Receiver window
(after receipt) (after receipt)
0123012 :pktd
—_— —
ACKO 0123012
0123012 :pktl ~
————
ACKI 0123012
0123012 :pkt2 7~
ACK2 0123012
0123012 pkt3 "’/{’
X
0123012 pk:é:,‘:::::::
™= receive packet
with seq number 0
SR receiver dilemma with toolarge windows: A new packet or a retransmission? 36




