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Baglanti temelli iletisim: TCP

TCP, internetin baglant: temelli ve giivenilir iletisim
protokolidiir.

TCP kullanan process'ler iletisime baglamadan 6nce
handshake yapmak zorundadir.

TCP baglantisi full-duplex servis saglar.
TCP baglantisi her zaman point-to-point (bir géonderici-bir
ahlia) iletisim yapar.

Istemci-sunucu, sunucu-istemci ve istemci-sunucu (three-way
hand-shake) arasinda 6zel TCP segmentleri ile baglanti
baslatilir.

Maksimum segment size (MSS), link layer’daki maksimum
transmission unit’e (MTU) gdére belirlenir (Ethernet ve PPP icin
1500byte).

Baglanti temelli iletisim: TCP
TCP istemci ve sunucu tarafta buffer vardir.
TCP segmenti, IP datagrami icerisine encapsulate edilir.
Iki taraf arasinda buffer doluluk durumuna gére akis
denetimi yapilir.
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TCP segment yapisi

TCP segmenti, baglik alanlari ile veri alanina sahiptir.
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TCP segment yapisi

ACK ve sequence number
TCP byte bazinda siralama yapar.
Seq(n): segmentteki ilk byte’in sira numarasini gosterir.
Segment icindeki tiim byte’lar sayilir.
ACK(n) kars! taraftan beklenen byte'in sira numarasini gosterir.
ACK(n): Gonderici cumulative ACK yapar.
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TCP segment yapisi
Telnet senaryosu
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Sequence and acknowledgment numbers for a simple Telnet application over TCP
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RTT tahmini

Timeout ¢ok kisa olursa erken timeout (premature) olur ve
gereksiz retransmit yapilr.

Timeout sliresi ¢cok uzun olursa kayip paketleri retransmit
etmek cok gecikir.

Bir segmentin goénderilip cevabinin (ACK) gelmesi igin gecen
sure Olgllir (SampleRTT).

SampleRTT dederleri ile ortalama EstimatedRTT hesaplanir.
SampleRTT hizll dedisir, EstimatedRTT yavas degisir.

Eski tahmin dederi azaltilarak kullanilir (exponential weighted
moving average).

EstimatedRTT = (1 — «) - EstimatedRTT + « - SampleRTT

a = 0.125 [RFC 6298]




RTT tahmini
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RTT tahmini

Timeout siiresinin hesaplanmasi

SampleRTT'Nin EstimatedRTT'den ne kadar saptigi tahmin

edilir (DevRTT).

DevRTT
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Timeout araligi hesapla
yuksektir.

nirken DevRTT'nin agdirhgr daha
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Guvenilir veri aktarimi

TCP:

IP'nin unreliable best-effort servisinin Ustline reliable
servis olusturur.

Bir tane retransmission timer’i kullanir.
Cumulative AKC kullanir.
Pipelining ile segment gonderimi yapar.
TCP'de retransmit:
Timeout oldugunda yapilr.
Duplicate ACK gelince yapllir.
TCP:
Byte-stream sira numarasi verir.
Seq# segmentteki ilk byte’in sirasini gosterir.




Guvenilir veri aktarimi
Application layer'dan veri geldiginde:
Sonraki Seq# ile bir segment olusturulur.
Seg# ilk byte'in sirasidir.

Timer gcalismiyorsa baslatilir (Timer en eski ACK
beklenen paket igin calisir).

Expiration interval, TimeOutlnterval ile belirlenir.
Timeout:
Timeout'a neden olan segment retransmit edilir.
Timer restart yapilir.
ACK# alindi:
ACK gelen segmentin durumu giincellenir.
ACK bekleyen segment varsa timer start edilir.

Guvenilir veri aktarimi

HextSegNum=InitialSegNumber
SendBase=InitialSegNumber

Varsayimlar:

loop (forever) {
switch(event)

event: data received from application above

create TCP segment with sequence number NextSegNum

if (timer currently not running)¥*
start timer

- Flow kontrol yok

- Congestion kontrol yok
- Veri MSS'den kuiglik

- Aktarim tek yonli

pass segment to IP Aglklama:
NextSeqNum=NextSegNum+length(data) * - SendBase-1: En son tOplU
break; ACK'lanan byte
- y > SendBase ise yeni
event: timer timeout f
retransmit not-yet-acknowledged segment with seQment ACK Iamr
smallest sequence number *
start timer érnek:
preai - SendBase-1 = 21 ve
event: ACK received, with ACK field value of y y = ?3 Isel alICI 73+
i1f (y > SendBase) {* bekllyor.
SendBase=y

if (there are currently any not-yet-acknowledged segments)
start timer

}

break;

} /* end of loop forever */

Simplified TCP sender 16




Guvenilir veri aktarimi

Host A Host B

seq=92 timeout interval—|

Timeout chjloﬁ
X

(loss)

Seg=y,

8 byeog data

SendBase=100

seq=92 timeout interval—
=100

E SendBase=120

SendBase=100 L

Time Time

Retransmission due to a lost acknowledgment Time Time

Segment 100 not retransmitted

Premature timeout

Guvenilir veri aktarimi

Seq=92 timecut interval—|
. 3:10‘“0

SendBase=120

Time Time

A cumulative acknowledgment avoids refransmission of the first segment




Guvenilir veri aktarimi

TCP alicinin ACK olusturma kurallan

Event TCP Receiver Action

Arrival of in-order segment with expected sequence number. All Delayed ACK. Wait up to 500 msec for arival of another in-order seg-

dota up o expeced sequence number dlready acknowledged. ment. If next in-order segment does not arrive in this interval, send an ACK.
Arrival of in-order segment with expected sequence number. One Immediately send single cumulative ACK, ACKing both in-order segments.
ofher in-order segment waifing for ACK fransmission.

Arrival of out-oforder segment with higher-than-expected sequence Immediately send duplicate ACK, indicating sequence number of next
number. Gap defected. expected byte (which is the lower end of the gap).

Arrival of segment that partially or completely fills in gap in Immediately send ACK, provided that segment starts af the lower end
received dafo. of gap.

TCP ACK Generation Recommendation [RFC 5681]

Guvenilir veri aktarimi
Fast retransmit
Timeout siiresi genellikle uzundur.

Kaybolan paketi retransmit etmek icin beklenen siire
uzundur.

TCP alici sirasiz gelen segmentlerde en eski beklenen
byte’in sira numarasini ACK ile ister.

Gonderici art arda ¢cok sayida segment gonderir.
Kaybolan bir segment icin ¢cok sayida ACK alinir.

GoOnderici ayni segment igin 3 ACK alirsa segmentin
kayboldugunu varsayar.

3 ACK aldiginda timer timeout olmadan retransmit eder
(fast retransmit).

20




Guvenilir veri aktarimi

Fast retransmit

event: ACK received, with ACK field value of y
if (y > SendBase) {
SendBase=y
if (there are currently any not yet

acknowledged segments)
start timer

}
else { /* a duplicate ACK for already ACKed
,/" segment */
,/'/ increment number of duplicate ACKs
received for y

S if (number of duplicate ACKS receilved
Duplicate ACK for y==3)

/* TCP fast retransmit */

resend segment with sequence number y
} »

break; .
N

N

N

Fast retransmit

21

Guvenilir veri aktarimi

Fast retransmit

Host A

Host B
E i
=

Timeout—

Time

Time

Fast retransmit: refransmitting the missing segment before the segment's timer expires

22
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Akis denetimi
TCP'de gonderici ve alicl buffera sahiptir.

Buffer’a gelme hizi gitkma hizindan yiiksekse doimaya
baslar.

TCP alici kendi buffer’t dolimadan gondericiyi uyarir (flow
control).

Akis denetimi hiz uyumlama servisidir.
Akis denetimini alici baslatir ve yonetir.

Tikaniklik denetimini (congestion control) gonderici kendisi
baslatir ve yonetir.

24




Akis denetimi
LastByteRcvd: Buffer'a son eklenen byte.
LastByteRead: Process'in buffer’dan son okudugu byte.
rwnd, segmentin igindeki ReceiveWindow alanina yazilir.

RevBuffer
I

| rwnd

I

Data Application

from IP process
= Spare room jlrncgjf?:: =

The receive window (rwnd) and the receive buffer (RcvBuffer)

LastByteRcvd — LastByteRead = RcvBuffer
rwnd = RcvBuffer — [LastByteRcvd — LastByteRead]
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TCP baglanti yonetimi

TCP istemci ve TCP sunucu arasinda veri aktarimi
baslamadan dnce baglanti kurulur (three-way
handshake).

Iki taraf TCP degiskenlerine baglangic degerleri atar:
Seq# belirlenir (rastgele).
Buffer boyutlarn belirlenir.
Akis denetimi icin RevWindow boyutu belirlenir.
TCP istemci baglanti istegini TCP sunucuya iletir.

Socket clientSocket = new Socket("hostname","port number") ;

TCP sunucu istemci ile baglanti kurar.

Socket connectionSocket = welcomeSocket.accept() ;
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TCP baglanti yonetimi

Three-way handshake

Adim 1: (Gonderici)
TCP istemci 6zel bir segmenti TCP sunucuya goénderir.
Bu dzel TCP segmentinde SYN biti 1 yapilir (SYN segment).
Istemci rastgele bir Seq# belirler (client isn).
Bu segment IP paketine encapsulate edilir ve génderilir.

Adim 2: (Alicr)
TCP sunucu IP datagramindan SYN segmentini extract eder.
TCP buffer ve degiskenlerini belirler (SYN saldirisi icin zayiflik (DoS)).
TCP sunucu 6zel bir segmenti (SYNACK) istemciye goénderir.
SYN biti 1 yapilir, segmentteki ACK# = client_isn+1 yapllir.
Sunucu rastgele bir Seq# belirler (server isn).

Adim 3: (Gonderici)
TCP istemci SYNACK alinca buffer ve degiskenleri belirler.
TCP istemci sunucuya 6zel segment gonderir (veri icerebilir).
SYN biti 0 yapilir, ACK# = server_isn+1 yaplilir.

28




TCP baglanti yonetimi

Three-way handshake
Uciincii segment uygulama katmani verisi icerebilir.

Client host Server host

E H

Connection
request

—— Connection
granted

ACK

Time Time

TCP three-way handshake: segment exchange
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TCP baglanti yonetimi

Baglanti sonlandirmayi TCP istemci baslatir.

Adim 1:

TCP istemci baglanti sonlandirma istegini iceren 6zel bir
segmenti sunucuya iletir.

Bu 6zel segmentin FIN biti 1 yapili.
Adim 2:
TCP sunucu FIN biti 1 olan segmenti alir ve ACK gonderir.

Sunucu baglantiyi kapatir ve FIN biti 1 olan 6zel bir segmenti
istemciye gonderir.

Adim 3:
TCP istemci FIN biti 1 olan segmenti alir ve ACK gonderir.
Istemci bir siire bekler ve baglantiyi sonlandirir.

Adim 4:
Sunucu ACK segmentini alir ve baglantiyi sonlandirir.

30




TCP baglanti yonetimi

Baglanti sonlandiridiginda kaynaklar (buffer, degiskenler)
serbest birakilir.

Client Server
; 1
Close
FIn
ACK
Close
FIN
Ack
Closed
Timed wait
Closed
Time Time

Closing a TCP connection
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TCP baglanti yonetimi
. . v . .
TCP istemci ve sunucu baglanti sonlandirma stirecinde farkl
durumlar arasinda gegcis yapar.
Client application
initiates a TCP connection
CLOSED
Wait 30 seconds
Send SYN
TIME_WAIT pm—
Receive FIN, Receive SYN & ACK,
send ACK send ACK Server application
. creates a listen socket
Receive ACK, CLOSED
send nothing
e ESTABLISHED
send FIN LAST_ACK LISTEN
Receive ACK,
send nothing FIN_WATT_L Client application
o ; Receive SYN
initiates close connection send FIN cend SYN & ACK
A typical sequence of TCP states visited by o client TCP
CLOSE_WAIT s¥n_RevD

Receive FIN, Receive ACK,
send ACK send nothing
ESTABLISHED

A typical sequence of TCP states visited by a serverside TCP




